PRIVACY POLICY

Adams Electric Cooperative
Effective Date: July 2, 2026
Last Updated: July 2, 2026

1. Introduction

Adams Electric Cooperative (“Cooperative,” “we,” “us,” or “our”) respects the privacy of our
members, website visitors, and others who interact with us. This Privacy Policy describes how
we collect, use, disclose, and protect information obtained through our website, member portal,
mobile applications, text messaging programs, phone calls, in-person interactions, and other
services we provide in connection with electric distribution and related services.

By using our website, member portal, mobile application, or communication services, you
acknowledge the practices described in this Privacy Policy.

2. Scope of This Policy

This Privacy Policy applies to information collected by the Cooperative through:

e our public website and any webpages operated by the Cooperative;

e online account or member portal services;

o online payment portals and service request forms;

e outage reporting tools and service applications;

e text messaging/SMS communications;

e email, telephone, and in-person communications; and

e any mobile application or other online services operated by the Cooperative.

This Privacy Policy does not apply to websites or services operated by third parties that may be
linked from our website or used by us to provide services, unless expressly stated otherwise.

3. Information We Collect

A. Information You Provide to Us
We may collect personal information that you voluntarily provide to us, including:

e name;

e service address and mailing address;

o email address;

e mobile phone numbers and other telephone numbers;



e account number or member number;

o date of birth, if required for identity verification or service setup;

o driver’s license or other identification information if required for service applications;

e Social Security number, tax identification number, or other information needed for credit,
deposit, tax, or legal purposes;

o billing and payment information;

e bank account information for ACH or autopay enrollment;

e communications you send to us, including customer service requests, outage reports, and
other inquiries;

e documents or forms submitted in connection with new service, disconnect/reconnect
requests, capital credit matters, easements, or other Cooperative services.

B. Information Related to Electric Service and Cooperative Operations
As part of providing electric service and related operations, we may collect and maintain:

e service start/stop dates;

e account history and billing records;

e payment history and delinquency information;

e meter numbers and meter reading information;

o electric usage and consumption data;

e outage, restoration, and service quality information;

o load management or energy program participation information;

e notes necessary for service delivery, field work, meter access, or safety-related
operational needs.

C. Information Collected Automatically

When you visit our website, use our online portal, or interact with certain digital services, we
may automatically collect certain information, such as:

o IP address;

e browser type and version;

e operating system;

o device identifiers;

e pages viewed and links clicked;

o referring website addresses;

o dates and times of access;

o log files and diagnostic information;

e approximate location information derived from IP address.

We may use cookies, pixels, session identifiers, and similar technologies to operate our website,
remember preferences, analyze traffic, improve performance, and support security.

4. How We Use Information



We may use collected information for legitimate Cooperative, operational, service, legal, and
business purposes, including to:

e establish, maintain, and service member and customer accounts;

o provide electric distribution service and related Cooperative services;

e process applications for service, transfers, disconnects, reconnects, and account updates;

e Dbill for service, process payments, administer deposits, and collect past-due amounts;

e communicate with members and customers regarding outages, restoration, billing,
account matters, service interruptions, planned maintenance, safety notices, annual
meetings, capital credits, and Cooperative business;

e respond to questions, concerns, and support requests;

o administer online accounts, mobile apps, and member portal features;

o detect, investigate, prevent, and address fraud, misuse, security incidents, and other
unlawful or unauthorized activity;

o comply with legal, regulatory, accounting, tax, audit, and reporting obligations;

o protect the rights, property, and safety of the Cooperative, our members, our employees,
contractors, and the public;

e improve our website, communications, cybersecurity, operations, and member services;

e maintain records and perform internal reporting, planning, and administration.

5. Text Messages, Outage Alerts, and SMS Communications

If you provide your mobile phone number to the Cooperative, we may use it to send you text
messages related to Cooperative services, such as:

o outage alerts and restoration updates;

e Dbilling reminders and payment notices;

e account verification or service notifications;

e appointment reminders or field service updates;

e emergency or safety-related notifications;

o annual meeting or other bylaw-required event notifications;
e other member communications you request or authorize.

SMS Privacy Statement

No mobile information will be shared with third parties or affiliates for marketing or
promotional purposes. Text messaging originator opt-in data and consent will not be
shared with any third parties, except with vendors, aggregators, and service providers that
help us deliver text messages and support the messaging program.

Opt-Out of Text Messages

You may opt out of non-emergency text messages at any time by replying STOP to a text
message from us, or by contacting the Cooperative using the contact information listed below.
Message frequency may vary. Message and data rates may apply based on your wireless carrier
plan.



Please note that certain service-related, legal, safety, outage, or account notices may still be
provided by other permitted means even if you opt out of text messages.

6. When We Disclose Information

We do not sell personal information to third parties for their own marketing purposes.

We may disclose personal information as reasonably necessary to operate the Cooperative and
provide services, including:

A. Service Providers and Contractors
We may share information with trusted third parties that perform services on our behalf, such as:

e Dbilling, printing, mailing, and payment processors;

e IT vendors, cloud hosting providers, software vendors, cybersecurity providers, and
website administrators;

e outage management, meter data, engineering, and utility operations vendors;

e member communication and call center vendors;

e text messaging/SMS providers and aggregators;

o auditors, accountants, attorneys, insurers, and other professional advisors.

These third parties are authorized to use information only as needed to perform services for the
Cooperative or as otherwise permitted by law.

B. Legal, Regulatory, and Safety Purposes
We may disclose information when we believe it is necessary to:

o comply with applicable law, subpoena, court order, or governmental request;

o comply with regulatory, accounting, tax, financing, or audit obligations;

o enforce our policies, tariffs, terms, and other rights;

o protect the rights, property, systems, safety, and security of the Cooperative, our
members, our employees, or others;

e investigate suspected fraud, abuse, theft of service, cybersecurity incidents, or other
unlawful conduct.

C. Business Transfers or Organizational Changes
If permitted by law and applicable to a Cooperative transaction, we may disclose information in

connection with financing arrangements, mergers, consolidations, reorganizations, asset
transfers, or similar business transactions.

7. Cookies and Analytics



Our website may use cookies and similar technologies to:

e keep the website functioning properly;

e remember your preferences;

o understand website traffic and usage patterns;

e improve website content and member experience;
e support security and fraud prevention.

You may be able to control cookies through your browser settings. Disabling cookies may affect
certain website functionality.

8. Payment Information

If you make payments online, by phone, or through other electronic methods, payment
information may be processed by the Cooperative and/or third-party payment processors acting
on our behalf. We take reasonable steps to use service providers that employ appropriate security
measures, but payment processing may also be governed by the third-party processor’s own
terms and privacy practices.

9. Data Security

We maintain reasonable administrative, technical, and physical safeguards designed to protect
personal information against unauthorized access, disclosure, misuse, alteration, or destruction.
However, no method of transmission over the internet, text messaging system, or electronic
storage system is completely secure, and we cannot guarantee absolute security.

10. Data Retention

We retain personal information for as long as reasonably necessary to:

o provide electric service and related Cooperative services;
e maintain business, accounting, and operational records;

o comply with legal, tax, audit, and regulatory requirements;
e resolve disputes and enforce agreements;

o protect the Cooperative’s legal interests.

Retention periods may vary depending on the type of information and applicable legal or
operational requirements.

11. Children’s Privacy

Our website and services are not directed to children under 13, and we do not knowingly collect
personal information online from children under 13 without appropriate authorization where
required by law.



12. External Links

Our website may contain links to third-party websites or services. We are not responsible for the
privacy, security, or content practices of third-party websites. We encourage users to review the
privacy policies of those third parties before providing personal information.

13. Your Choices and Contacting Us
If you would like to:

e update your contact information;

e change communication preferences;

e opt out of certain communications;

o ask questions about this Privacy Policy; or

e request additional information about our privacy practices,

please contact us at:

Adams Electric Cooperative

700 E Wood Street

Camp Point, IL 62320

Phone: 800.232.4797

Email: Contact Us — Adams Electric Cooperative

Website: https://www.adamselectric.coop

14. Changes to This Privacy Policy

We may update this Privacy Policy from time to time. If we make changes, we will post the
revised version on our website and update the “Last Updated” date above. Your continued use of
our website or services after any update constitutes acceptance of the revised Privacy Policy to
the extent permitted by law.


https://adamselectric.coop/contact/
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